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Fortuna Life Insurance Limited (hereinafter Fortuna) is well aware 
of the value of your personal data. Here below we provide some 
information on how Fortuna processes your personal data and 
the rights you have. 

Please note the following data protection policy. 

Data controller
The controller of your data is 
FORTUNA Life Insurance Limited 
Städtle 35
9490 Vaduz
Liechtenstein

You can contact our data protection officer by email at privacy@
fortuna.li or by post at the address above, addressing it to the 
attention of the “Data Protection Officer”. 

Purposes and legal basis of data processing
We comply with all relevant provisions of data protection law 
when processing your personal data. Here below we provide 
more detailed general information on how we process your data.

Your data is mainly processed to conclude and process con-
tracts with you. If you apply for insurance coverage we need the 
information you provide to conclude the contract and estimate 
the risk we are taking on. If the insurance agreement is taken out, 
we process this data to implement the contractual relationship, 
e.g. to issue the policy and submit an invoice. We need infor-
mation on a claim to be able to check whether an insured event 
occurred and how large the claim is. This may – where necessary 
– include information from third parties who have been appoin-
ted to investigate the claim (experts), who may be able to provi-
de information (authorities, witnesses, etc.) or who are involved 
in providing a service in connection with the claim (workshops, 
craftsmen, doctors, hospitals). We may also use data about you 
from publicly available sources (internet sites, social media, etc.).

If data concerning health are essential to assess whether and on 
what conditions your insurance contract is to be concluded, we 
gather (subject to your consent) the data concerning health nee-
ded to assess the contract, which may include information and 
documents from examining or treating physicians, hospitals, other 
healthcare or medical institutions and social insurance entities. 

We also process your personal data to produce insurance-spe-
cific statistics and analytical evaluations, in particular to meet 
regulatory requirements. 

In addition, the processing of your personal data goes beyond 
the scope of actually performing the contract, enabling us to pro-
tect our own legitimate interests and those of third parties. This 
may be necessary (for example):
–	 to ensure IT security and operations and protect our emplo-

yees and assets;
–	 to calculate credit and default risks;
–	 to manage the company and as part of restructuring and 

transactions;
–	 to enforce and fight legal claims, prevent and investigate cri-

minal activities, especially data analysis to identify indications 
which might suggest insurance fraud and to prevent money 
laundering and the financing of terrorism. 

In addition, we need your personal data to meet legal obligations 
such as supervisory requirements, retention obligations under 
commercial and tax law, or our duty as your insurance advisor.

If we wish to process your data for a purpose not listed above or 
on another legal basis, we will inform you when required. 

As part of the business relationship you must provide the data 
needed to commence and process our contractual relationship 
or the data required by law. Without this data we are generally not 
able to conclude or pursue a contract with you. 

Categories of recipients of personal data
Owing to the complexity of modern data processing, we someti-
mes have to use service providers and appoint them to process 
your data or give them access to it. Some of these service provi-
ders may be outside European Economic Area (EEA) or anywhere 
in the world, in particular wherever our Group has a branch. When 
we use service providers we always take care to ensure that the 
relevant data protection provisions and data security standards 
continue to be observed. When carrying out our business tran-
sactions it may be necessary to transfer your data within our in-
surance company or within our Group or to process it jointly.

Involvement of reinsurers
When insuring some risks, we work closely with our reinsurers, 
who support us in examining risks and benefit payments. This 
requires us to exchange with our reinsurers data about you and 
your insurance relationship. This exchange of data always only 
takes place for the purposes of jointly examining your insurance 
risk and benefit payments and in compliance with the Swiss Fe-
deral Law on Insurance Contracts. 

Involvement of intermediaries
In insurance matters you are advised by intermediaries. For the 
purposes of providing their advisory service, the intermediary 
collects and processes the personal application, contractual and 
claims data required to process the contract. Fortuna also pro-
vides your intermediary with data about yourself and your insu-
rance relationship, when the intermediary needs this to provide 
you with service and advice.

Forwarding data to supervisory authorities, courts and 
other third parties
Being an insurance company, we are subject to strict regulatory 
requirements and constant monitoring of the supervision autho-
rities. We may have to disclose personal data of our policyhol-
ders/insured persons on request to authorities, courts, auditors, 
etc. as part of their legal duties. When examining your benefit 
payment we may also have to consult third parties such as phy-
sicians, healthcare institutions, experts, lawyers or companies 
appointed as loss adjusters or providers of credit information 
and transfer your personal data to them. In all cases we always 
ensure compliance with the legal basis.

Data processing within the Group
In order to ensure comprehensive insurance coverage, separa-
te companies having their seat outside Liechtenstein borders 
provide some services for Fortuna. These may be specialised 
companies inside the Generali Group or cooperation partners of 
Fortuna. As part of the contractual relationship, Fortuna has to 
transfer data both within and outside the Group. 
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Transfer of data abroad to certain third countries
When data is transferred to a country that does not have an ap-
propriate data protection regime, we ensure appropriate pro-
tection by using sufficient contractual warranties, specifically 
on the basis of the EU standard contractual clauses or binding 
corporate rules, or we rely on the derogation of consent, perfor-
mance of the contract, exercise or enforcement of legal claims, 
overwhelming public interest, the fact that the data is public or 
that it is needed to protect the integrity of the data subject. You 
can obtain a copy of the contractual warranties from the contact 
addresses mentioned above, or you will be told where copies 
can be obtained. We reserve the right to blacken such copies for 
reasons of data protection or confidentiality.

Automated data processing
In order to deal with transactions as efficiently as possible, in 
some cases we use automated checking programmes which de-
termine the insurance risk based on the information in your ap-
plication, decide on whether a contract is concluded and, for ex-
ample, set the amount of the premiums or your risk exclusions. In 
some areas, we also use such programmes to determine our ob-
ligation to pay benefits in the event of a claim. Depending on the 
transaction, this automated processing may also include special 
categories of personal data and/or sensitive personal data, in-
cluding data concerning health. The checking parameters used 
in these programmes are based on actuarial empirical values and 
thus ensure that the standard used for assessment is objective. 

Processing data of persons who have no insurance  
relationship with us
In order to establish an insurance relationship, it may be neces-
sary to process data of people who are not contractual parties. 
For example, we process personal identification data (name and 
date of birth) of persons named as beneficiaries. This is neces-
sary to be able to provide the agreed insurance benefit to the 
beneficiary if an insured event occurs.

When a contract provides insurance coverage for people other 
than the policyholder, we process their data too. We need this 
data to be able to arrange insurance coverage adapted to the 
personal circumstances of the insured person, and to be able to 
provide the agreed insurance benefit to the insured/beneficiary 
in the event a benefit is paid. If an insured event occurs, we pro-
cess the data of third parties, e.g. the injured party, the person 
responsible for an accident, other people involved or witnesses. 
This data has to be processed to determine the facts in the case, 
as well as to assess whether an insurance benefit has to be paid, 
and if so how much. We also need this data to enforce legal rights 
(e.g. make compensation or recourse claims) or fight legal claims 
(e.g. defend against claims with no basis).

We also process personal data of any creditors, legal represen-
tatives, agents for service and other recipients of documents, 
plus – when relevant for performing the insurance contract – the 
personal data of experts and lawyers.

If we receive this data concerning third parties from you, we kind-
ly ask you to notify them that we process their data, draw their 
attention to this data protection policy and if necessary obtain 
their consent before giving us the data. The rights of data sub-
jects that are set out in this data protection policy also apply to 
such third parties.

Duration of data retention
We process and save your personal data for as long as it is re-
quired to perform our contractual and legal obligations, or for the 
purposes for which it is processed, for example for the duration 
of the entire business relationship (from initiation and processing 
to the end of the contract), and beyond that in line with the legal 
obligations concerning retention and documentation. Personal 
data may be retained for the period during which claims may be 
raised against our company (e.g. the limitation period) and where 
we are under a different obligation to do so, or our legitimate 
interests require it (e.g. for the purposes of evidence and docu-
mentation). Once your personal data is no longer needed for the 
listed purposes, it will be is deleted.
 
Rights of data subjects
You can request information about the data held on you at the 
address given above. Subject to certain conditions, you can also 
request that your data is rectified or erased. You also have a right 
to restrict or oppose the processing of your data and a right to 
be given the data you have provided. If you have given us your 
consent to process the data you can withdraw this at any time 
with future effect. 

If you have any questions, please contact us at the address men-
tioned above. Please always provide proof of your identity, for 
example by sending a scan of your identity card.

You have the right to file a complaint with the relevant data pro-
tection authority:

Datenschutzstelle
Städtle 38
Postfach 684
9490 Vaduz
Liechtenstein
Tel: +423 236 60 90
Email: info.dss@llv.li
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